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Abstract— Cybersecurity is a major issue in contemporary 
times as security breaches are prevalent in organizations due to 
cyberattacks. The bulk of these attacks is caused by human 
errors as well as a lack of cybersecurity knowledge by online 
users. Though there is advancement in the provision of 
technological solutions to enhance online safety, humans are still 
very vulnerable to cybercrime. It is therefore important to 
consider novel and attractive ways to educate as well as spread 
awareness of cybersecurity knowledge that can help in enhancing 
good online behaviours and avoiding cyber threats. This paper 
via an exploratory approach proposes the gamifying of 
cybersecurity knowledge to promote good online behaviour. This 
is ongoing research that intends to develop a gamification model 
that will integrate cybersecurity knowledge and behaviour into 
one comprehensive immersion. Specifically, this paper discusses 
the components needed for the proposed model which will be 
presented in future works.    

Keywords— cybersecurity; online safety; cybersecurity 
knowledge; cybersecurity behaviour; gamification 

I. INTRODUCTION 
Security breaches are prevalent in organizations due to human 

errors. As a result of the swift escalation of Internet access across 
the globe, building necessary safeguards against privacy and 
security will only be of more importance. This actuality, therefore, 
makes cybersecurity, as well as other outstanding practices that 
safeguard personal computers, all digital data, and programs from 
attack to be the major critical problems of the present generation [1-
3]. Information systems are still highly vulnerable to threats from 
users’ undesirable behaviours, which are closely related to IS users’ 
information security awareness. 

Despite advancements in technological solutions to enhance 
online safety, humans still fall victim to cybercrime. An estimation 
by experts reveals that between 70-80% of the cost ascribed to 
cyber-attacks comes mainly as a result of human error [4]. Simple 
actions such as opening the wrong email attachment, using a virus-
affected Universal Serial Bus (USB) drive, or even clicking on a 
bad link can be vulnerable to network security. In view of this, it 
can be stated that the most robust security network universally is as 
good as the human with the right access and virtually secured 
behaviour. 
 

According to Gratian, Bandi [5], humans are often 
recognized as the weakest link in cyber security, since any 
technical security solution brought to the market is still prone 
to failures caused by human error. As such, there is a 
considerable amount of research that seeks to better 
understand users and the factors that influence their security 
behaviours [1, 6-9]. Online threats continue to be a growing 
concern. Current systems are designed for the general 
audience, without regard to differences in their users’ 
personalities. Halevi, Memon [10] suggest approaching 
applications and system design from a user-targeted 
perspective. In particular, understanding the factors that 
contribute to secure online behaviour is an important step 
toward creating such tailored defence systems. Cyber-
victimization has extensive economic and personal 
consequences for Internet users as well as negative 
consequences for economies and the cyberinfrastructure [11]. 
It has been widely recognized in the psychology of 
cybersecurity literature that ordinary users rather than 
technology systems are the weakest link in cybersecurity [12]. 
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Cybersecurity knowledge is of utmost importance 

regarding how users face or handle cybersecurity challenges 
[13], this could also affect their cybersecurity behaviours. 
Therefore, it would be fantastic to perform an empirical study 
on a larger set of the population such as tertiary institution 
students, thus interacting with the cyber-users and extracting 
quantitative information. Cybersecurity knowledge refers to 
the know-how, familiarity, awareness or understanding, and 
experience, of persons regarding cybersecurity practices, 
alongside cyber threats, to ensure cybersecurity assurance 
[14]. Security technologies are increasingly being developed 
with a user-centric approach. Part of the challenge of user-
centered security is that people interacting with security 
systems possess tremendously different levels of computer 
and security knowledge and even different levels of basic 
literacy [15]. Another interesting study focused on assessing 
cybersecurity behaviour and knowledge from an anti-phishing 
perspective [14]. The results of the study indicated that the 
technical knowledge of the participants regarding the risks of 
online phishing and solutions correlated positively with their 
intentions of adopting and making use of anti-phishing 
solutions. 

 
The threat landscape of computer security is continuously 

changing and new threats are emerging all the time. As a 
result, users are likely to be familiar with certain online threats 
more than others. As informed by Zukarnain, Hashim [16], the 
world is hyperconnected and children grow in an environment 
filled with an increase in digital connectivity. Cybersecurity 
training is one way to imbibe adequate and lasting practical 
knowledge that can help nurture the cybersecurity awareness 
of the upcoming generation. This will consequently assist the 
younger generation in becoming good users of the web as well 
as maintaining a status quo of well-behaved digital citizens. 
Tertiary institution students are also in the formative stages of 
their life, especially those at undergraduate levels, this stage 
could determine what the rest of their lives may look like. 
Hence, if cybersecurity knowledge is been immersed into 
them via proactive measures such as gamification 
appropriately at the college stage, it is possible to impact their 
cybersecurity behaviours moving forward [12, 13]. 
 
 Several forms of testing experience of internet users exist 
in the literature. One of these is gamification, which is the 
process of improving services with affordances that are 
motivational to invoke gamely experiences and additional 
behavioural outcomes [17-19]. Regarding investigating 
knowledge in security awareness, there are scholarly works 
that have been carried out sparingly. In a study by 
Arachchilage and Love [20], the researchers proposed a game 
design framework specifically for the avoidance of attacks 
caused by phishing. Their idea was based on the fact that 
game-based education makes provision for learning to be 
undertaken in an environment that is natural. Therefore, with 
such backing, they carried out the research by offering a 
classification taxonomy for the training resources of 

cybersecurity in a university environment based on 
gamification. 
 Hamari, Koivisto [21] highlighted the role that 
gamification plays to be able to invoke the same psychological 
experiences as the game does generally. Gamification plays a 
very important role in awareness because it makes it more fun 
and engaging. Game-based education is gaining a lot of 
popularity in contemporary times. The reason is due to its 
provision of the chance to learn in a more naturalistic manner. 
Consequently, phishing precisely is an online identity theft, 
that attempts to steal private and quite delicate information 
which could comprise usernames, passwords, as well as online 
banking details from victims. To be able to avoid this, several 
studies have considered phishing awareness [14, 20, 22-25], 
however other aspects of cybersecurity are not been addressed 
adequately. 

 
 Moreover, Gonzalez, Llamas [26] of recent, informed that 
gamification has gained a lot of attention recently since it can 
achieve results that are positive most of the time. Therefore, 
with such backing, they carried out the research by offering a 
classification taxonomy for the training resources of 
cybersecurity in a university environment based on 
gamification. Cybersecurity is a growing as well as very 
important field known for making a great impact on society 
[27]. Contemporarily, society has begun to understand the 
criticality involved with the preservation of computer systems 
security as well as the Internet, with regards to the prevention 
of malicious attacks at several levels of governance, ranging 
from corporate to national [28]. Thus, it is important to 
educate the concept of cybersecurity among students in 
particular and the general populace [3, 29-31]. From the 
perspective of education, the approach of gamification- both 
as a tool for experimental learning as well as in imbibing 
learning experiences from research, helps in improving other 
horizontal skills. Some of these skills include self-efficacy, 
goal setting, and cooperation. More so, games have the ability 
to adapt to multiple learning theories as well as practical skills, 
some of which include, problem-solving and decision-making 
activities, even though there are concerns that could be raised 
with regard to their respective usage. One of the major 
concerns is linked to the lack of knowledge regarding the level 
of effectiveness of the features used in designing the game, to 
ensure game performance improvement. Consequently, there 
is a lack of studies associated with design game features 
perceived by students as most useful to detect their success 
self-perception. 
 

This paper presents an explorative study that proposes the 
gamifying of cybersecurity knowledge to promote good online 
behaviour. The objective of this paper is to investigate 
cybersecurity knowledge and behaviour; propose the 
components for gamifying cybersecurity knowledge. 

The remainder of the paper is divided into 4 sections: (II) 
Overview of literature, (III) Methodology, (IV) Results and 
Discussion, and (V) Conclusion. 
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II. OVERVIEW OF LITERATURE 
A brief background study on related works in cybersecurity 

knowledge, behaviour, and gamification is discussed in this 
section. 

A. Cybersecurity Knowledge 
There is no specific definition of cybersecurity knowledge 

present in the literature, however, based on collaborative 
discussions some researchers agree with a particular 
definition. Cybersecurity knowledge refers to the know-how, 
familiarity, awareness or understanding, and experience, of 
persons regarding cybersecurity practices, alongside cyber 
threats, to ensure cybersecurity assurance [13, 14, 32]. It is 
appalling to state that small businesses using technology are at 
risk of cyberattacks and often do not have adequate 
cybersecurity knowledge, budgets, or dedicated security staff 
[13]. Hence, the need for cybersecurity knowledge to be 
acquired is of optimal necessity for cyber-users.  

 
In a recent study by Olmstead and Smith [33] on what the 

public knows about cybersecurity, the authors conducted a 
survey consisting of 13 cybersecurity questions, which was 
used to test the knowledge of Americans regarding several 
cybersecurity issues. The research made use of an online 
survey with questions in form of multiple choice wherein the 
respondents could select appropriate answers based on their 
knowledge of cybersecurity and its related terminologies. 
Though cybersecurity is a very diversified and complicated 
area, however, the questions used as an instrument in this 
study covered a large aspect of the general concepts as well as 
the foundation stressed by cybersecurity experts to be seen as 
essential for users in protecting themselves in the cyberspace 
(internet). Their findings indicated that most adults could 
accurately identify simple cybersecurity issues such as 
identifying the strongest passwords, however, public 
cybersecurity knowledge was very low on some issues that are 
relatively technical [12, 33]. For example, a large proportion 
of cyber-users were not aware that utilizing the "private 
browsing mode" on their internet browsers could not make 
them and their activities invisible to the internet service 
providers (ISPs). Also, and very surprisingly, so many cyber 
adults were not aware of the meaning of "botnet", which is a 
group of networked computers used by hackers to extract data 
illegally or simply steal data.  

 
Corroboratively, a study was conducted on phishing in a 

university community via experimental analysis [34]. In this 
research, the authors wanted to test the knowledge of the 
participants to see how well they understand phishing 
activities, thus, the use of phishing emails was sent 
unknowingly to the participants. Results indicated that 
students were more prone to phishing attacks compared to the 
faculty or staff, which indicates that experience could be a 
factor in victimizing an individual during social engineering 
attacks. The results also showed that there is no strong 
correlation between individuals' demographics and their 
susceptibility to phishing, in contrast to what has been 

hypothesized by other researchers over the years [35-37]. 
Nevertheless, predicting which users are more vulnerable to 
social engineering based on demographic factors needs further 
research. Consequently, education and increased awareness of 
cybercrimes among end-users is certainly needed. Results also 
reaffirmed the belief of the authors that the human aspects of 
phishing attacks are as important as the technological aspects 
[1, 6, 34, 38]. 

 
 Summarily, results from these studies conform to the 
establishment of work routines that are focused on 
performance and normalcy as well as team foundation 
theories. This thus indicates the importance of team training in 
addressing contemporary critical cybersecurity issues. 
Furthermore, the collaboration of human as well as 
cybersecurity team leadership is of much significance in 
managing complicated technical systems as well as 
coordinating effective responses to present as well as novel 
cyber threats [39]. Essentially, there is a need to also leverage 
social sensing platforms for the enhancement of human 
measurement as well as to ensure validation and restructuring 
of theories related to human performance influencing factors 
and teamwork. 
 

B. Cybersecurity Behaviour 
 The cybersecurity behaviour of users is a major area of 
concern for firms as well as general users of the internet. The 
reason is due to the drift by cyber-criminals from targeting 
technical systems to now attacking the system users directly. 
In lieu of the aforementioned, series of studies have tried in 
providing an understanding of cybersecurity behaviour among 
users. One of the advantages of comprehensively having a 
balanced knowledge about user behaviour is the knowledge 
application by both researchers as well as security 
practitioners [40]. Such knowledge can then be applied in the 
quest for changing behaviour to favour cybersecurity. A 
couple of studies have classified several cybersecurity 
behaviours, although there are variances across studies with 
regard to the naming conventions. 
 
 Cybersecurity Behaviour therefore can be defined 
according to the current research, as the actions of an 
individual, mannerisms, attitudes, reactions, as well as the way 
they conduct themselves generally in cyberspace [40]. The 
essence of studying the cybersecurity behaviour of users is to 
ensure that good cybersecurity behaviours are being promoted 
while at the same time mitigating bad or malicious 
cybersecurity behaviours. Several studies have discussed on 
cybersecurity behaviours of users from different perspectives, 
they are reviewed next. 
 
 Anwar, He [41], in a study on gender differences and 
employees’ cybersecurity behaviours, tried to explore whether 
differences in cybersecurity beliefs and behaviours existed 
based on gender. Their findings produced a conclusion that 
gender is an important factor when it comes to cybersecurity 
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behaviours among employees. Their results further showed 
that there are statistically significant gender-wise differences 
in terms of computer skills, prior experience, cues-to-action, 
security self-efficacy, and self-reported cybersecurity 
behaviour [41]. Furthermore, it was revealed in another study 
that students are more vulnerable to risks. Students’ scores of 
exposure to crime were similarly higher than the other groups 
[42]. According to their results, the more the respondents 
perceive threats, their behaviour becomes protective. One of 
the most significant findings of their study which is also in line 
with findings from other studies [7, 43] was that the higher the 
education level, the more their information security awareness 
is, hereby stating that educational level had some impact on 
the security awareness of the participants. 
 
 Summarily, the literature is extant with works regarding 
cybersecurity behaviours as reviewed. However, the majority 
of the studies focused on singular facets of cybersecurity 
without really addressing other cybersecurity behavioural 
factors deeply. Also, the lack of a large sample for 
investigation in some of the studies affected generalizability, 
hence the current study will consider a larger sample size for 
investigation. There is no study so far that addressed the link 
between cybersecurity behaviour and cybersecurity 
knowledge empirically, which this research is aimed at 
achieving as part of its core objectives. Finally, no study has 
been able to establish how gamification can be introduced 
based on the relationships between cybersecurity behaviour 
and cybersecurity knowledge as discussed earlier. As the 
individual believes they are more protected in the workplace 
they may be inclined to take more risks, circumvent accepted 
protocols and engage in poorer cybersecurity behaviours. This 
proposition is couched very much in a tentative way, and there 
is a need to explore this in more detail through further 
research. The cyber security community should continue to 
progress and develop but it must not forget its roots and the 
obvious statistics that indicate we have not yet addressed the 
risks associated with the one consistent element of cyber 
security, the human error [7, 16, 27, 44]. 

C. Cybersecurity Gamification 
 Game-based education is gaining a lot of popularity in 
contemporary times. The reason is due to its provision of the 
chance to learn in a more naturalistic manner. Consequently, 
phishing precisely is an online identity theft, that attempts to 
steal private and quite delicate information which could 
comprise a username, passwords, as well as online banking 
details from victims [23, 45]. To be able to avoid this, there is 
a need to consider phishing awareness. The bulk of research 
focusing on gamification of cybersecurity dwells more on 
phishing threat avoidance, however, there are many more 
aspects of cybersecurity that could be incorporated into 
gamification to enhance cybersecurity knowledge among 
users. 
  

 Gamification is the process of improving services with 
affordances that are motivational to invoke gamely 
experiences and additional behavioural outcomes [17-19]. In 
one of the interesting studies regarding gamification and 
security, Arachchilage and Love [20] designed a game 
framework for avoiding phishing attacks. The authors 
developed a Technology Threat Avoidance Theory (TTAT) 
based theoretical model and utilized it in the game design 
framework [46]. More so, they conducted a survey study on 
about 150 regular computer users to gather feedback via a 
questionnaire. Findings revealed that the elements of 
perceived threat, safeguard effectiveness, safeguard cost, self-
efficacy, perceived severity, and perceived susceptibility 
should be addressed when designing a computer user game 
framework for avoiding phishing attacks [3, 27, 28]. The 
researchers also made some arguments regarding the 
possibility of using such game design framework for other 
malicious IT attacks preventions, such as viruses, malware, 
botnets, and spyware, and not just for preventing phishing 
attacks. 
 
 Recently, a study by Ros, González [27], analysed 
students’ self-perception of success and learning effectiveness 
via gamification in an online cybersecurity course. 
Interestingly, the authors designed a cybersecurity game 
anchored on the cognitive constructivism learning theory. The 
game scenes were built via metaphors used in presenting the 
major cybersecurity content to the students. Moreover, the 
game was delivered in a regular course with dual objectives, 
the first was to find essential design factors affecting the 
success and self-perception of students. Furthermore, the 
authors proposed a structural equation model to discover the 
most significantly impactful elements on the success self-
perception of the students. From their results, it was 
discovered that there was no notable influence attached to the 
game contextualization and the design of the realistic game. 
Both were examples of best game design practices used in 
evaluating the game's learning effectiveness. Moreover, their 
results provide suggestions of a high correlation existing 
between success in the course and gameplay. Consequently, 
the authors stated that the performance chronological analysis 
revealed that the intent to play the game is likely a predictor 
of a simple dropout. Thus, the introduction of these games into 
the educational curricula could help in improving the 
engagement of students as well as consolidating their 
cybersecurity knowledge [3, 27]. 
 
 The game's effectiveness in this study was analysed via 
comparisons between the dual group academic results for the 
term. Thus, since there was no randomness across the first 
groups, the study can be considered a quasi-experimental 
design, and assertions can only infer the existence of a 
correlation between gameplay and grades obtained. Future 
work could conduct more empirical studies with other well-
established cybersecurity theoretical constructs as well as 
gamification constructs that focus mainly on relevant 
cybersecurity issues. Another study focusing on cybersecurity 
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education via gamification from another perspective called 
CTF (Capture the Flag) revealed interesting submissions [47]. 
The paper provides a summary of contemporary popular 
gamification technologies as well as discusses the practice of 
using CTF (Capture the Flag) and projects competitions for 
classroom teaching. The research followed an exploratory 
approach. It employed the CTF competition to bring many 
teams across the globe in competing among themselves on 
cybersecurity challenges. It was informed that based on cyber 
awareness at elementary levels, the majority of occurring 
security breaches are a result of not being aware, thus the need 
for cyber education to be incorporated into the academic 
curriculum [19, 48, 49].  
 
 A very recent study by van Steen and Deeleman [3], on the 
successful gamification of cybersecurity training, designed a 
cybersecurity serious game that could be applied in 
cybersecurity training. The game's effectiveness was tested 
experimentally over a non-cyber security game that 
contained/did not contain information related to cybersecurity, 
via measures of the theory of planned behaviour. From the 
findings, it was revealed that the cybersecurity game attained 
higher self-reported scores on factors such as attitudes, 
perceived behavioural control, intentions, and behaviour as 
compared to non-cyber security games. 
  
 Thus, their study further revealed that a cybersecurity 
theory-informed serious game has the potential of having a 
significant effect on the self-reported theory of planned 
behaviour scores and behaviour. Though, serious games are 
known to positively affect intentions and attitudes in previous 
research [50-53]. This study provided additional findings by 
showing that perceived behavioural control, as well as 
subjective norms, could also get influenced in the same way. 
Additionally, the study also shows that just mere provision of 
information is not enough to yield significant changes as 
compared to a controlled condition. This supports the idea that 
to create change, it is not enough to just inform people of best 
practices alone. 
 
 Summarily, the reviewed studies have focused on the 
gamification of cybersecurity to address specific issues 
relating to cybersecurity. However, there are still limitations 
with regard to the development of a gamification approach that 
can cover a balanced portion of cybersecurity to instil long-
lasting knowledge of cybersecurity among the users. 
Furthermore, cybersecurity topics are quite extensive, yet 
studies need to be able to conceptualise and concise the 
cybersecurity information into a package without losing the 
impacting strength for the users. Most of the studies also tried 
to design games in the real sense of gameplay, however, there 
is a need for serious games in the cybersecurity field, and 
perhaps a gamification integration could help promote the 
educative goal of developing cybersecurity knowledge games. 
  
 Precisely, no study has conceptualised these gamification 
designs based on statistical models as this study intends to do 

first to have a proper understanding of how the gamification 
can be developed more appropriately. Corroboratively, this 
study will also empirically conduct investigations on 
cybersecurity knowledge, behaviours, and how they are 
related as well as carry out inferential analysis on the 
components of gamifying cybersecurity knowledge among 
students in tertiary institutions. There is a wide gap for the 
current research and future studies to address regarding 
designing more intelligent cybersecurity games built on well-
developed cybersecurity gamification models such as the one 
promised by this current study.  

 The next section shall discuss the proposed 
methodological approach to conduct the study. 

III. METHODOLOGY 

A. Research Approach 
The research proposes to employ a mixed research 

approach, which would involve both quantitative and 
experimental techniques. The reason for the probable mix is to 
be able to obtain qualitative data to back up the quantitative 
data, thus comparing results from both approaches to be able to 
provide viable assertions as well as make strong conclusions.  

B. Participants 
Participants of the research shall be students in tertiary 

institutions across Klang Valley, in Malaysia. Students in this 
context refer to both undergraduates and postgraduates. The 
targeted students are active students currently studying in 
tertiary institutions within Klang Valley, Malaysia. Tertiary 
institutions consist of universities, colleges, as well as other 
higher educational institutes. This research is exploring the 
impact of cybersecurity knowledge on the cybersecurity 
behaviour of computer/internet users, as well as proposes a 
gamification technique to enhance cybersecurity knowledge 
among the users. Thus, tertiary institution students are 
appropriate participants for this study as they make use of the 
internet regularly due to the nature of their daily academic 
activities, and research, as well as catching up with family and 
friends via social media, especially during the period of the 
Covid 19 pandemic as of the time this research is being 
conducted. 

C. Constructs  
 This research is grounded on three established theories 
from literature. The study shall make use of three theories, 
Protection Motivation Theory [54], the Actor-network theory, 
known as ANT [55], and the Technology Threat Avoidance 
Theory (TTAT) [56]. The first theory is a behavioral theory, 
while the second is more of a familiarity theory, used in 
representing the knowledge component, and the third theory is 
for the gamification component respectively. 

 The Protection Motivation Theory is used majorly for 
explaining the intentions of users to employ security 
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technologies, as well as the means and time a user can adopt 
either adaptive or maladaptive behaviors when being informed 
of a threatening security incident. Constructs of Security Self 
Efficacy and Prior Experience with Security Practices, will be 
extracted from this theory as they are more related with 
Cybersecurity Experiences. 

 The Actor-network theory (ANT), helps in explaining the 
reactions to arising challenges and barriers when trying to 
comprehend a lot of security-associated behavior and 
engagement, such as past experiences, attributes of users as 
well as technological affordability. ANT is “a very crude 
method of learning from actors without imposing the priori 
definition of their work-building capacities” [57]. This theory 
basically is a useful approach in understanding the relationship 
between online behaviors and threat familiarity (that is, what 
shapes online engagement and internet experience, in this case 
cybersecurity knowledge). 

 The current study holds its grip on the Technology Threat 
Avoidance Theory (TTAT), as it gives explanations on the 
reason and manner in which users are able to avoid 
cyberthreats voluntarily [56]. TTAT was developed by Liang 
and Xue to synthesize literature across diverse areas 
comprising psychology, health care, Internet security as well 
as risk analysis. Thus, its basic premise is that when a 
cyberthreat is being perceived by IT users, there is a 
motivation to avoid such threats actively via using certain 
safeguard measures if they perceive the avoidance of that 
threat by the prescribed measure of safeguard, after which they 
might as well avoid the threat passively via emotion focused 
coping performances. Furthermore, the process and factors 
influencing the threat avoidance behavior of cyber-users is 
being delineated by TTAT [58]. Thus, it postulates that the 
behavior of threat avoidance could be illustrated as a 
cybernetic process whereby the aim of users is the 
enlargement of the distance amidst their present state of 
security as well as the end state that is not deemed safe [6, 46, 
59].  

 First of all, users appraise the existence as well as the cyber 
threat level being faced and afterwards assess possible actions 
in avoiding such threats [60, 61]. On the basis of the 
aforementioned appraisals, decisions are being made as to 
which measure of safeguarding could help in mitigating the 
threat faster. Several key factors are identified in reflecting 
user perceptions, motivations as well as behaviors in the 
course of this process. In accordance to TTAT, a malicious 
threat would be avoided by users if they believe it is truly a 
threat and that it can be avoided via applying necessary 
safeguards. When being incorporated into a risk analysis 
research [62, 63] as well as health psychology [54, 64, 65], 
TTAT suggests that the determination of threat perception by 
users is via the threat occurrence perceived probability as well 
as the threat negative consequence perceived severity. Thus, 
being advised by previous health protective behavior 
researches [54, 66-68] as well as self-efficacy [1, 41, 43, 69], 

there is a submission by TTAT, stating that users put three 
factors into consideration when evaluating the manner in 
which threat can be avoided, in the course of taking a measure 
of safeguard. These include: the safeguard effectiveness, 
safeguard costs, and the user self-efficacy in applying such 
safeguards. 

 Other constructs of this research such as Cybersecurity 
Awareness and Cybersecurity Knowledge shall be adapted 
from related Cybersecurity Awareness empirical studies. 
Thus, the research shall make use of 5 independent constructs 
representing Cybersecurity Knowledge namely: 
Cybersecurity Awareness (CSA), Cybersecurity Knowledge 
(CSK), Familiarity with Cyber Threats (FCT), Prior 
Experience with Computer Security Practices (PE), and 
Cybersecurity Compliance (CSC). Corroboratively, another 8 
constructs would be used in measuring the Cybersecurity 
Gamification component namely; Safeguard Effectiveness 
(SGE), Safeguard Cost (SGC), Security Self-Efficacy (SE), 
Perceived Severity (PS), Avoidance Motivation (AM), 
Avoidance Behavior (AB), Perceived Threat (PT), and 
Perceived Susceptibility (PSB), respectively. The Dependent 
Variable shall be Cybersecurity Behavior (CSB). All resulting 
to a gamification model to create awareness, enhance 
cybersecurity knowledge and promote good cybersecurity 
behavior among tertiary institution students.  

D. Data Collection 
This research shall employ the use of an online survey to 

collect data, and if the researcher experiences any delay, an 
alternative means of collecting data through the use of a paper 
questionnaire shall be made available. The online survey shall 
be sent via the university mailing systems, as well as social 
media platforms to the general student population. Prior to data 
collection, consent shall be obtained from the participants, as 
well as permission granted from the relevant research ethics 
committee of the anchoring university. For the qualitative part 
of the research, data shall be collected via structured interviews 
with selected experts across the cybersecurity/IT field. 

E. Data Analysis  
Data analysis shall be achieved via Structural Equation 

Modelling Techniques. The primary tool for data analysis will 
be the Statistical Package for Social Sciences (SPSS). 

F. Software Development 
For cybersecurity gamification development, UNITY 

software will be used. This game will be developed based on 
the components from the research model as well as cover hot 
cybersecurity contemporary topics.  

G. Research Design 
Figure 1 illustrates the research design flow, clearly 

elucidating the steps in which the research will be conducted. 
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Figure 1. Research Design 
 

IV. RESULT & DISCUSSION 
 In this section, the components of the research model will 
be discussed as this is ongoing research work. Specifically, 
constructs used in this research comprise three sections: 
Cybersecurity Knowledge; Cybersecurity Behaviours; and 
Cybersecurity Gamification Components. The cybersecurity 
knowledge and cybersecurity gamification constructs are 
independent variables while cybersecurity behaviour is the 
dependent variable for this research. Based on an extensive 
literature review, the components of the constructs have been 
derived to best suit the aim of this research. For measuring 
cybersecurity knowledge, five (5) constructs will be used, 
namely: Cybersecurity Awareness, Cybersecurity Knowledge, 
Familiarity with Cyber-threat, Prior Experiences with 
Computer Security Practices, and Cybersecurity Compliance. 
Consequently, to measure cybersecurity gamification, eight 
(8) constructs will be used, namely: Safeguard Effectiveness, 
Safeguard Cost, Self-Efficacy, Perceived Severity, Avoidance 
Motivation, Avoidance Behaviour, Perceived Threat, and 
Perceived Susceptibility. The dependent variable in this 
research is Cybersecurity Behaviour. The measures/constructs 
for this research are explained briefly in the next subsections. 
 

A. Cybersecurity Awareness 
 The Cybersecurity Awareness scale is the first among five 
(5) scales used in measuring the cybersecurity knowledge 
component of this research. Cybersecurity Awareness is used 
to measure the overall awareness of cybersecurity terms 
amongst the participants. The questions would consist of 
different aspects of cybersecurity and how participants are 
fully aware of those aspects. A 7-point Likert scale in reversed 
order will be used to gather responses from items under this 
scale. 

B. Cybersecurity Knowledge 
 Unlike Cybersecurity Awareness, the Cybersecurity 
Knowledge scale will be used in measuring the specific 
cybersecurity knowledge of the participants. It will also deeply 
investigate how the participants gain knowledge or learn about 

these various cybersecurity constituents instead of just their 
overall awareness levels. A 7-point Likert scale is proposed in 
reverse order to gather responses under this scale. 

C. Familiarity with Cyber-threat 
 This scale will be used in measuring the level of familiarity 
with common cyber-threats. The goal is to discover if the 
participants understand what these cyber-threats are and the 
consequences of falling for them. Also, it will find out how 
much the participants know about the cyber-threats and if they 
know how to avoid them in the first place. A 7-point Likert 
scale will be used in reverse order to gather responses for this 
scale. 

D. Prior Experience with Computer Security Practices 
This scale will be used in measuring the level of 

experience among participants in good cybersecurity 
practices. The idea is to find out issues such as training, 
reading security newsletters, and having hands-on experience 
with practical cybersecurity practices either personally or at 
their work stations/via institutions. A 7-point Likert scale will 
be used in reverse order to gather the responses. 

E. Cybersecurity Compliance 
The cybersecurity compliance scale is used in measuring 

how and if participants meet up with various controls (usually 
enacted via regulatory authority, the industry groups, or the 
law), all aimed at ensuring the protection of data 
confidentiality, integrity, and availability, respectively. The 
responses shall be gathered via a 7- point Likert scale in 
reverse order. 

F. Safeguard Effectiveness 
 Safeguard effectiveness is crucial to minimizing daily 
errors and failures. In this study, safeguard effectiveness is one 
of the scales used in measuring the cybersecurity gamification 
components. Specifically, it will be used in measuring how 
participants perceive the proposed gamification approach as 
useful in enhancing cybersecurity knowledge as well as how 
it can help protect them from falling for cyber-attacks. The 
responses shall be gathered via a 7-point Likert scale in 
reverse order. 

G. Safeguard Cost 
Safeguard cost refers to the payback for safeguard 

effectiveness. It also constitutes the physical as well as 
cognitive efforts, such as time, money, inconvenience, and 
comprehension required by using the safeguard measures. In 
this research, Safeguard Cost will be used in measuring if 
participants are willing to sacrifice certain efforts, such as 
time, money, inconvenience, and comprehension to be able to 
achieve safeguard effectiveness with regards to cybersecurity 
knowledge they receive from the gamification approach. The 
responses shall be gathered via a 7-point Likert scale. 

H. Self - Efficacy 
 Self-efficacy refers to a person’s confidence in adopting a 
safeguard measure. In this case, the self-efficacy scale is used 
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to measure the participant's confidence levels and perceptions 
towards making use of a gamification tool in enhancing their 
cybersecurity knowledge to further improve their 
cybersecurity behaviour. To gather non-biased responses from 
the participants, a 7- point Likert scale will be used. 

I. Perceived Severity 
Perceived severity refers to negative consequences 

associated with an individual as regards an event or outcome. 
In this case, it refers to the negative circumstances’ 
participants associate with the event or outcome of 
cybersecurity gamification in helping to boost their 
knowledge on cybersecurity threats as well as to measure how 
the participants take cybersecurity issues seriously. To achieve 
a non-biased result, a 7-point Likert scale will be used.   

J. Avoidance Motivation 
Avoidance motivation is an aspect of human nature 

wherein individuals learn ways of avoiding negative stimuli 
based on social, psychological, and physiological rationales. It 
is of utmost advantage, particularly in threatening 
circumstances; however, it can be also disadvantageous when 
it has to deal with task avoidance requiring completion. In this 
study, the avoidance motivation scale will be used to find out 
what motivates participants in accepting the cybersecurity 
gamification tool to boost cybersecurity knowledge. A 7-point 
Likert scale will be used in gathering the responses. 

K. Avoidance Behaviour 
The avoidance behaviour scale will be used to find out 

behavioural aspects of participants regarding why and how 
they would want to use the cybersecurity gamification tool in 
avoiding cyber-attacks. A 7-point Likert scale will be used in 
gathering the data. 

L. Perceived Threat 
Perceived threat refers to the extent to which an individual 

perceives a malicious cyber threat as dangerous or harmful. 
Here, the gamification tool is expected to help users detect the 
danger level of several cyber-attacks or threats. A 7-point 
Likert scale will be used to gather data in this respect. 

M. Perceived Susceptibility 
Perceived susceptibility refers to the subjective probability 

of an individual as to if a malicious cyber-attack will have a 
negative impact on them. In this research, the perceived 
susceptibility scale will find out if the cybersecurity 
gamification tool can be able to help individuals detect the 
negative impact of a cyber-attack. The responses shall be 
gathered via a 7-point Likert scale. 

N. Cybersecurity Behaviour 
Cybersecurity behaviour is the dependent variable used in 

this study and it will be the base variable on all the other 
components of cybersecurity knowledge and cybersecurity 
gamification will be tested. The cybersecurity behaviour scale 
will be used in measuring the actual cybersecurity behaviours 
of the participants with respect to recent cybersecurity issues 

and how users are to behave when surfing the internet or when 
faced with cybersecurity challenges. A 7-point Likert scale 
will be used in gathering the data. 

 
Figure 2 presents the conceptual framework for the 

ongoing research. 
 

 
Figure 2. Research Conceptual Framework 

 

V. CONCLUSION 

A. Study Limitations 
 The first limitation of this research is that currently, there is 
no quantitative study to verify the components of the 
gamification tool. However, this is justified as the research is 
ongoing and the components for the quantitative analysis are 
already being studied. In the future, the researcher will present 
the quantitative analysis findings to find out the mindset of the 
users regarding their acceptability of the cybersecurity 
gamification model and if their knowledge was enhanced by 
the proposed cybersecurity game. 

B. Contributions 
 This research shall contribute in diverse ways such as: 
firstly, in identifying factors that can be used in assessing 
cybersecurity knowledge of students in tertiary institutions; 
secondly, it will contribute to establishing the relationships 
between cybersecurity knowledge and cybersecurity 
behaviour of students in the tertiary institutions. Finally, the 
research would use an assessment result to propose a 
gamification model that can be replicated by other researchers 
in the cybersecurity behavioural domains. Practically, this 
research will help in providing assertions that can be of use to 
the cybersecurity units of tertiary institutions, to enable them 
to maintain good cybersecurity practices for better 
cybersecurity assurance of the students, as well as other cyber 
users in the institutions.   

C. Future Work 
In the future, the researchers tend to complete the quantitative 
and experimental aspects of the research, by first investigating 
the level of cybersecurity knowledge from users as well as 
testing their knowledge via the developed cybersecurity 
gamification prototype. Afterward, a post-analysis will be 
conducted to examine the level of satisfaction as well as 
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knowledge enhancement by the users regarding cybersecurity 
issues. Moreso, the developed game can be integrated into 
general platforms such for the common users to constantly get 
awareness about cybersecurity issues and how to avoid cyber-
attacks efficiently. 

Security technologies are increasingly being developed 
with a user-centric approach. Part of the challenge of user-
centred security is that people interacting with security systems 
possess tremendously different levels of computer and security 
knowledge and even different levels of basic literacy. 

The present research intends to assess the impact of 
cybersecurity knowledge on the cybersecurity behaviour of 
students in tertiary institutions via an empirical quantitative 
approach with the inclusion of gamification ideation for 
enhancing cybersecurity knowledge, which would result in a 
cybersecurity gamification model. Specifically, the research 
aims at investigating cybersecurity knowledge as well as 
finding out the impact it has on the cybersecurity behaviour of 
students in tertiary institutions. More so, the research is 
proposing a gamification model for the impact of cybersecurity 
knowledge on the cybersecurity behaviour of tertiary 
institution students. Finally, this research will validate the 
gamification model via a prototype to find the impact of 
cybersecurity knowledge on the cybersecurity behaviour of 
students in tertiary institutions. 
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