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Abstract— The secure exam browser is an innovative tool that 

enhances the reliability and security of online exams by integrating 

face recognition and tracking technology. It captures the student's 

face before the exam to ensure accurate identification and reduce 

the risk of impersonation. During the exam, the system 

continuously monitors the student's face to maintain exam 

integrity and detect any suspicious behavior. This tool provides 

several benefits, including real-time surveillance that reduces the 

likelihood of cheating. It streamlines the authentication process, 

eliminating the need for extensive manual invigilation and 

improving the overall test experience. The secure exam browser 

has undergone rigorous testing, proving its effectiveness in 

capturing and verifying face characteristics while monitoring for 

anomalies. With its user-friendly design, compatibility with 

various devices and browsers, and robust security features, it 

safeguards the validity of exams and prevents unauthorized 

access. For educational organizations and institutions concerned 

about protecting the integrity of online examinations, the secure 

exam browser is an invaluable asset. It ensures secure 

authentication and monitoring through sophisticated facial 

recognition and tracking capabilities, creating a dependable and 

trustworthy environment for conducting high-stakes exams. 
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I. INTRODUCTION 

The COVID-19 pandemic has had a significant impact on 
universities, leading to changes in their operations and financial 
models. With a decrease in student populations, universities 
have been compelled to reduce course offerings and faculty 
numbers, resulting in professors being assigned multiple courses 
per semester. To mitigate the financial implications, universities 
have started charging students separately for general education 
classes and courses funded by COVID-19. In this context, the 
Secure Exam Browser plays a crucial role in administering 
secure exams and preventing cheating. The browser's features, 
such as restricting access to unauthorized resources and tracking 
students' face movements, contribute to ensuring exam integrity. 
Additionally, the software enables instructors to monitor 

students during exams and maintain a secure testing 
environment. By employing the Secure Exam Browser, 
universities can enhance exam security and support effective 
online learning practices.  

II. LITERATURE REVIEW

A. Effects of Covid Pandemic in adopting technology in

universities[8]

The Covid-19 pandemic had a profound impact on
universities worldwide, particularly in the context of conducting 
exams. Students faced unprecedented difficulties during this 
period, with exam performance being affected by factors such as 
poor health and disruptions caused by travel restrictions. The 
absence of trained support personnel further added to the 
challenges faced by students who were unable to sit for exams 
under normal circumstances. As a consequence of the pandemic, 
universities had no choice but to cancel exams, leading to 
significant disruptions in the education system. This disruption 
not only compromised the credibility of education but also 
resulted in substantial losses for students across the globe. 
Additionally, universities struggled to cope with the lack of staff 
and resources required to support the increased number of 
students taking exams, raising concerns about potential tuition 
increases in the future. 

Amid the Covid-19 pandemic, safe exam browsers emerged 
as a valuable tool for universities and students to address the 
challenges of remote learning and online exams. These browsers 
provide a secure environment for students to take exams and 
quizzes remotely, surpassing the capabilities of traditional 
browser extensions. Students enrolled in online courses or 
studying from home can use safe exam browsers to complete 
their tests without any issues. Furthermore, these browsers 
facilitate exam preparation by allowing students to practice 
taking online exams and quizzes, leading to better understanding 
of the course material. In some cases, instructors may use the 
browser to display questions for students to practice before their 
final exams. The safe exam browser is also utilized in situations 
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where instructors need to provide website access or 
communicate instructions to students electronically. Its 
effectiveness extends beyond exams, as it can play a crucial role 
in online testing and remote tutoring applications. During the 
Covid-19 pandemic, the popularity of safe exam browsers 
significantly increased, as they offer students a worry-free and 
contamination-free method of taking exams. Modern safe exam 
browsers utilize advanced technology to provide a secure and 
reliable platform for exam administration, with professional 
moderators reviewing and releasing questions one-by-one to 
ensure fairness and integrity. 

B. Facial Recognition and Tracking[2]

Facial recognition and tracking technology have gained
popularity in monitoring examinations, especially for 
universities offering long-distance learning options. This 
technique utilizes computers to identify human faces and 
determine if they match stored images for authentication 
purposes, allowing systems to flag unauthorized individuals. 
Advancements in computer technology and security have made 
facial recognition and tracking the latest trend for organizations 
seeking to enhance facility security. Even during the Covid-19 
pandemic, this technology has been employed to ensure students 
can take exams online without cheating, thanks to its accuracy 
and reliability. Facial recognition and tracking systems find 
applications in access control, surveillance, and crowd 
management. The process involves video cameras capturing 
images, which are then compared to stored images for user 
authentication. Biometrics, which refer to personal traits like 
fingerprints, palm prints, hand geometry, iris patterns, and faces, 
form the basis of this identification process. Face recognition 
systems, a type of biometric identification, utilize facial features 
for identification purposes. Using facial recognition for identity 
authentication offers several advantages, including ease of 
learning and practice, the absence of personal information 
storage, non-intrusiveness, and the minimal physical 
requirement for identification documents. However, it is 
important to consider the potential risks and disadvantages 
associated with this technology as well. 

III. METHODOLOGY

A. System Architecture

The system architecture shown below outlines the different
aspects of the program including the side of the lecturers and the 
side of the students. The ways in which both sides communicate 
in the system and the way they affect each other in the usage of 
the entire secure exam browser application. 

B. System Flowchart

The system flowchart is shown in the figure that follows.

Users will be able to install both Google Chrome and the Visual 

Studio application that has been designed. After this, the user 

will be taken to agreements page which they agree to the terms 

and conditions of using the application including those of the 

university. The next stage is to input the camera and take a 

photo of the student carrying their own School ID. This will 

then lead to a student details section which will ask them to fill 

in all their details. The next step is to go into the browser and 

start live tracking of the entire face and also do the exams in the 

spaces provided. This is shown in the following figure. 

IV. PROTOTYPE DEVELOPMENT

The software development lifecycle includes prototype 
development, which enables developers to produce an initial 
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version of an application to gather input, confirm concepts, and 
show functionality. In this context, the introduction will 
concentrate on creating prototypes using Microsoft Visual 
Studio, the C# programming language, and XAMPP, which 
supports HTML. 

The system was built using the Windows Forms Application 
feature of Microsoft Visual Basic, which utilizes the Windows 
user interface (UI) technologies to provide visual feedback for 
system functions. Windows Forms include various UI elements 
such as buttons, checkboxes, and text input fields, which were 
extensively used in this application for data collection and 
student information storage. To accommodate different 
browsers, the Windows Forms application can be manually 
adjusted to suit user preferences. The designer had the option of 
using the Internet Explorer Forms Control or Visual Studio 
designer when creating the forms. The Internet Explorer 
Controls and Components Gallery provided pre-designed basic 
controls for forms applications, but custom controls could also 
be created. The application was designed with universality in 
mind, ensuring compatibility with multiple browsers in the 
market. It employed standard forms that appear in the Windows 
Control Panel and Internet Explorer, making it compatible with 
various browsers and operating systems. 

V. TESTING AND RESULTS

A. Functionality Testing

The results of functionality testing indicate the effectiveness 

and reliability of the button's functionality within the system. 

The testing reveals whether the system button successfully 

restricts access to unauthorized applications and websites 

during exams, while also ensuring uninterrupted exam sessions 

without data loss. It highlights the ability of the system button 

to handle potential challenges such as overrides or bypass 

attempts, thus maintaining the integrity and security of the 

exam environment. The results also provide insights into the 

proper functioning of the button, enabling users to address any 

identified issues and make necessary improvements to enhance 

the overall performance of the secure exam browser with face 

monitoring. 

B. User Acceptance Testing

The results of user acceptance testing for a secure exam browser 

demonstrate the acceptance and satisfaction level of the users 

with the system. The testing reveals whether the browser meets 

the users' expectations, requirements, and usability standards. It 

assesses aspects such as the ease of installation and 

configuration, the effectiveness of the exam mode and face 

monitoring features, and the overall user experience during 

exam sessions. The results provide valuable feedback on the 

browser's performance, user interface, and functionality, 

enabling stakeholders to address any identified concerns and 

make necessary adjustments to enhance user satisfaction. 

Successful user acceptance testing ensures that the secure exam 

browser meets the needs of the users, establishing trust and 

confidence in its reliability and effectiveness. 

C. Security Testing

An open-source tool for detecting security flaws and 

vulnerabilities in web applications is called OWASP ZAP (Zed 

Attack Proxy). It supports the early identification and correction 

of potential security flaws by developers, quality assurance 

teams, and security experts. 

From the scanning result, there is no high risk. There are 2 

medium risk and 4 low risk to be attack. The medium risks are 

missing anti-clickjacking header and content security policy 

(CSP) not set. The low risks that have been detected are big 

redirect detected (potential sensitive information leak), cross-

domain JavaScript source file inclusion, server leaks version 

information via “Server” HTTP Response and X-Content-

Type-Options header missing. 

Figure 5.1 Scan using OWASP ZAP 

VI. CONCLUSION

The system built was able to achieve the objectives as set out in 

the beginning of this project and therefore can be seen as a 

successful attempt to build a properly working safe 

examinations browser. The benefits of the use of the system are 

plenty given that it is very easy to use and thus makes it 

essential tool for universities to acquire and develop for their 

own usage. In addition to teaching, the safe exam browser can 

be used for homework help. Students may find extra motivation 

for completing a project or quiz when they know the teacher is 

checking how things are going and therefore making them 

become more actively participating in the entire classroom and 

work.  These proactive teachers can set up alerts when it's time 

to change habits that are not working or understand why bad 

ones need to be changed. It ss important to note that students 

can use the browser to incorporate video features like Skype 

and Google Hangouts. This benefit gives them a way to 

improve their communication skills by having face-to-face 

conversations with other students and teachers around the world 

and therefore make collaboration easier. 
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